CrashTest WordPress Multisite

Exploring the world of several hundreds of
plugins and themes in a WordPress multisite beta
test environment.




Why?

Exploring different
use-cases

Have a blast with my
CrashTest WordPress
Multisite

Beta and compatibility
testing (Core + some

plugins)

Over 480 plugins and
counting as a tech stack




WordPress Updates

Updates may take several minutes to complete. If there is no feedback after 5 minutes, or if there are errors please refer to the Help section above.

With the "WordPress beta tester” plugin

Current version: 6.5-alpha-57125

Last checked on 18 November 2023 at 08:05 CET. Check again. Screen Capture 1 8 November 2023

—— —

This site is automatically kept up to date with maintenance and security releases of WordPress only.

Enable automatic updates for all new versions of WordPress.

You are using a development version of WordPress.

You can update to the latest nightly build manually:

-
—

While your site is being updated, it will be in maintenance mode. As soon as your updates are complete, this mode will be deactivated.

TSs—
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Testing and Site Creation

Selecting plugins from the
stack for new site creation.
Additional templates and

Quickly test of plugin patterns collection

features for specific needs

Easy export to standalone
installation using Prime
Mover plugin

Increased confidence in
plugin reliability and
compatibility




Security monitoring

e Use of the “WPVulnerability” plugin in this central place

e Identify abandoned plugins or plugin versions with a vulnerability
e - Tells me to find an alternative for the production sites

("] Bulk Resize Media

Resize images to help \\ \ )
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® Bulk Resize Media has a known vulner. at may be affecting this version.

<11 {This plugin is closed.Please replace it with another. %
This vulnerability appears to be unpatched. Stay tuned for upcoming plugin updates.
[+] CVE-2022-46865
[+] WordPress Bulk Resize Media Plugin <= 1.1 is vulnerable to Cross Site Request Forgery (CSRF)

[+] Bulk Resize Media <= 1.1 - Cross-Site Request Forgery via bulk_resize_resize_image
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Multilingual case

e Several sites with different
multilingual solutions

e Ability to test which one is the best
for a given project

e Duplicate the specific site for a given
project (site to then migrate as a
starting base)



Templates and settings

Easy to have a set of ready to be copied
settings, for example:

Fluent Forms in different languages
Editor patterns to copy/paste

Site editor designs or export (with the
“Create Block theme” plugin)

e Settings from miscellaneous plugins to
export a json or csv from (Simple
Author Box, Complianz, Al plugins, Loco
Translate, Happyfiles,
Snippets/CodeBox, etc)

a FLUENT FORMS Forms Entries

Forms

All

Global Settings ~ Tools Integrations

v + Add New Form

= Title -

Formulaire de contact FRANCAIS
Edit | Settings | Entries | Preview

Subscription Form

Contact Form Demo

Duplicate

Export
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| give you two days :)

Please try to hack it. | would love to know where are the points of
failure

Own cloud server on Hetzner, panel by RunCloud
Hybrid NginX and Apache setup, php 8.0

e Only this site + another test on this server (moved here for
this presentation)

e Security with WPDefender

e As mentioned earlier, some plugins are outdated/abandoned,

find a vulnerability and enter ;)

https://crashtests.virtuaza.com

If you succeed and write “l got in + your name” on the main site
home page, before Monday November 20, I'll shoutout on social
networks, mentioning your sKills



https://crashtests.virtuaza.com

Conclusion

Having fun!

| love to find out the reasons when a
WSOD appears :)

Works in diverse situations

Proof of performance and compatibility
Quick test and deployment

Exploring plugins features

Readymade sites and templates to
export

Continued experimentation and learning




A AN

Thank you for your time

Contact page: https://yl.is/contact

https://patriciabt.com
nttps://interaction.site
https://crashtests.virtuaza.com

[=]
of

| am neither/nor: developer, designer, security expert, content/SEO expert, whatever &

| am: a self-taught very curious person and | love to share


https://yl.is/contact
https://patriciabt.com
https://interaction.site
https://crashtests.virtuaza.com

